
September 24, 2003

Secretary Donald Rumsfeld
Department of Defense 
1000 Defense, The Pentagon 
Washington DC 20301-1000

Dear Secretary Rumsfeld:

In light of recent events suggesting that terrorists are once again renewing their efforts to
conduct missions against American targets, I urge you to conduct a comprehensive review of
security protocols at sensitive American military installations around the world so that our forces
are able to defend themselves against infiltration and attack. 

The attacks on the USS Cole in October 2000 and the World Trade Center on 9-11 have
shown that terrorists do not regard any American target as beyond their reach. More recently, the
successful infiltration of the Guantanamo Bay facility by Captain Yousef Yee and Senior Airman
Ahmad al-Halabi indicates that enemies of the United States are continuing their anti-American
crusade despite our aggressive action abroad. 

Both Captain Yee and Airman al-Halabi were able to take banned technology into and
out of the Guantanamo facility, helping to facilitate illegal communications between some of the
most dangerous Taliban and al Qaeda prisoners in our possession and intermediaries in Syria.
Airman al-Halabi also appears to have lied about being an American citizen during a security
background check, yet was able to become a translator at the Guantanamo facility nonetheless. 

These activities suggest that security provisions, especially with respect to background
checks and technology, are incredibly lax at some of our supposedly most secure military
facilities. As you have said many times, terrorists are able to hurt us because they pose an
asymmetrical threat, using non-traditional means to do harm to us. Given this awareness, it is
confounding that our security protocols do not adequately account for such possibilities.

If we are to win the War on Terror, we must aggressively pursue terrorists where they
take refuge while also countering the actions that they may take against American targets.
Recent events show that we must think creatively about weaknesses in our current security
structure, especially at our most sensitive bases that we believe to be secure against traditional
threats. I urge you to undertake an immediate top-to-bottom security review of these facilities,
taking special note of the asymmetrical means terrorists may use to attack and infiltrate
American targets. 

Sincerely,

Charles Schumer
U.S. Senator


